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Wizard Cyber

A Security Partner You can Trust
1
Wizard Cyber, a key company within the Wizard Group, specializes in

managed cybersecurity services, with a particular focus on the Micro-
soft Security Stack

Internal
IT Team

Serving enterprises around the world, our state-of-the-art global SOC in-

frastructure operates 24x7x365, featuring SOC s in the Qatar, UK, Middle _

East, Philippines, and the USA Your
Organization :

Our commitment to security and expertise in the field allows us to provide

premium cybersecurity services tailored to your organization's needs

Our Expertise in Action

We are a Microsoft Security Solutions partner and hold all 4 security specializations of Cloud Security, Threat

Protection, Identity and Access Management, and Information Protection and Governance

Additionally, as a Microsoft FastTrack partner, we are commmitted to helping our customers accelerate their
digital transformation with comprehensive and secure solutions

Proven Solutions
With a proven record of accomplishment, we de-liver practical, flexible, and cost-effective solutions trusted
by enterprise level customers across a multitude of industry sectors

Certified Excellence
All our technical staff are trained through the 'Wizard Cyber Academy' and hold various Microsoft certifica-
tions from SC- 200/300/400 & AZ - 500 programs

Commitment to Quality
Our operations are certified to 1ISO27001 and ISO9001 standards, which speak to our commitment to quality
and security management programs

Local Presence

We operate multiple global security operation centers to cater to global markets



Partnership with Microsoft:
Excellence

Wizard Cyber is proud of its longstanding partnership with Microsoft, a relationship that has flourished
since 1995

As a recognized Microsoft Security Solutions Partner and Azure Expert Managed Service Provider (MSP)
with all 4 security specializations of Cloud Security, Threat Protection, Identity and Access Management,
and Information Protection and Governance, we have built connections and gained insights that distingu-
ish us from the competition

Additionally, along with our Security specialization badge, our expertise is further validated by holding Mi-
crosoft badges in Modern Work, Infrastructure, and Data & Al, showcasing our comprehensive capabilities
across the Microsoft ecosystem

As a FastTrack partner, Wizard Cyber is uniquely positioned to assist organizations in deploying and adop-
ting Microsoft 365 and Azure services; by leveraging our Microsoft expertise, we help our customers maxi-
mize their investment in Microsoft products, offering enhanced functionality and improved capabilities

Wizard Cyber is ECIF ready, ensuring we can support customers and Microsoft in transitioning from various
technologies to Microsoft Sentinel through tailored proof-of-concept (POC) implementations

Our expertise ensures a smooth migration process, offering detailed assessments, hands-on guidance, and
optimized configurations to align with unique business needs

This partnership ensures that our clients benefit from the most advanced cybersecurity solutions, tailored
to meet the complex demands of today'’s digital challenges
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Cytomate

Cytomate is a premium organization dedicated to revolutionizing
cyber security

With a steadfast commitment to innovation, Cytomate specializes in
delivering transformative solutions designed to empower businesses

and enhance efficiency

Established in Doha, Qatar, Cytomate has rapidly risen as a beacon of
innovation in cybersecurity, showcasing its global competitiveness and
its distinctive Qatari identity

Our commitment to security and expertise in the field allows us to provide

premium cybersecurity services tailored to your organization's needs

Our Expertise in Action

g O
Offensive Security Incident Response Cybersecurity Advisory
Advanced penetration testing Swift containment and mitiga- Tailored guidance for SMEs and
and red teaming to assess and tion of cyber incidents, minimi- enterprises to align security
reinforce security measures zing impact and downtime strategies with evolving threats

and compliance requirements

Our products feature a sophisticated plug-in based architecture, allowing for unparalleled flexibility and
customization

This architecture enables seamless integration with any existing solutions within just one week, ensuring
minimal disruption and maximum compatibility with your current systems

Each plug-in is designed to enhance the functionality of our core products, allowing for tailored solutions
that meet the specific security needs of our clients

Additionally, Cytomate is at the forefront of cloud ecosystem adoption, providing robust security solutions
for the industry's leading cloud providers

Our commitment to excellence ensures that our clients receive cutting-edge protection and integration
flexibility, tailored to their unique security needs

With Cytomate, organizations can confidently secure their digital assets, knowing they have a partner that
combines innovative technology with rapid, efficient deployment



Wizard Cyber & Cytomate:
Unified Cybersecurity Solutions

Wizard Cyber and Cytomate have joined forces to deliver an unparalleled cybersecurity comprehensive
solution suite

Combining Wizard Cyber's advanced managed security services with Cytomate’s automation and response
technology, this partnership empowers businesses with seamless, proactive, and resilient cybersecurity stra-
tegies

We provide all the expertise, manpower, and infrastructure you need, drastically reducing your cyber securi-
ty overheads and removing the need to maintain an expensive in-house SOC team

Our Unified Vision

Protect organizations from emerging cyber threats
Enhance security operations through automation and efficiency

Provide end-to-end cybersecurity support, from monitoring to rapid incident response
Key Strengths of Wizard Cyber

Wizard Cyber specializes in proactive cybersecurity services designed to detect, prevent, and mitigate
cyber threats in real-time

Managed eXtended Detection and Response (MXDR)
Advanced threat detection using Al and human expertise

QO
|| Security Operations Center (SOC) Services
=]

24X7x365 monitoring and incident response by certified analysts

Risk and Compliance Management
Tailored solutions to meet compliance standards such as ISO 27001, GDPR, and PCI DSS

* Cyber Threat Intelligence

Continuous threat intelligence updates to stay ahead of cybercriminals
CYBERSHIELD
SOC management platform designed to improve Microsoft Sentinel’s functionality

Key Strengths of Cytomate

Cytomate brings innovation to cybersecurity with automation-focused solutions that enhance operational
efficiency and incident response

Automated Incident Response (AIR)
Rapid containment and remediation of threats

SOAR (Security Orchestration, Automation, and Response)
24X7x365 monitoring and incident response by certified analysts
Threat Investigation Automation

Minimizing manual efforts in triaging and analyzing threats

Customizable Playbooks
Tailored automation processes to fit unique organizational needs



Complimentary Benefits:
Wizard Cyber & Cytomate

The synergy between Wizard Cyber and Cytomate ensures clients receive the best of both worlds: expert-

led security management and premium automation

Enhanced Threat Detection and
Response

Wizard Cyber's SOC detects threats in
real-time, while Cytomate automates

response workflows for rapid contain-

mentreinforce security measures

/ O\ Seamless Integration

Q 9  Both solutions integrate effortlessly
with existing IT environments, ensu-
ring minimal disruption while maximi-

zing security

What Our Collaboration Brings

/ \ Comprehensive Coverage
\/ End-to-end cybersecurity services

under one umbrella

Tailored Strategies

Both solutions integrate effortlessly
> with existing IT environments, ensu-

ring minimal disruption while maximi-

zing security

w

e

Increased Efficiency

Wizard Cyber's SOC detects threats in
real-time, while Cytomate automates
response workflows for rapid contain-
mentreinforce security measures

Scalability and Flexibility

Wizard Cyber provides scalable mana-
ged services, and Cytomate's modular
automation tools adapt to organizati-
ons’ unique requirements

Reduced Risk Exposure
Advanced detection and swift reme-

diation

24x7x365 Protection
Around-the-clock support and moni-

toring



Integrating Services for
Comprehensive Cybersecurity

Wizard Cyber and Cytomate bring together complimentary expertise in cybersecurity, creating a robust
partnership designed to protect organizations from a constantly evolving threat landscape

Together, their services form an end-to-end cybersecurity ecosystem that delivers unmatched resilience

and protection

Combining Expertise for Maximum Impact

By integrating Wizard Cyber's managed security operations with Cytomate's advanced simulation and de-
ception capabilities, organizations gain a unified approach to cybersecurity

Proactive Threat Management

Continuous monitoring by Wizard Cyber's SOC is enhanced by Cytomate's Breach and Attack
Simulation, enabling the identification and remediation of vulnerabilities before they are ex-

ploited

_¢ Deceptive Defense Mechanisms
@ Cytomate's cyber deception tools complement Wizard Cyber's detection capabilities by confu-

sing attackers and gathering critical intelligence for rapid respons

>

N Holistic Risk Reduction
Combining the strengths of both companies enables comprehensive attack surface manage-

["]DU ment, vulnerability analysis, and compliance assurance

The Unified Advantage
Together, Wizard Cyber and Cytomate provide organizations with a fully integrated, multi-layered cyberse-

curity framework

This partnership ensures organizations are not only prepared for today'’s threats but are also equipped to
anticipate and defend against future challenges, achieving robust security and business continuity



Phases of
Service Delivery

Wizard Cyber and Cytomate follow a streamlined, phased approach to deliver integrated cybersecurity

services, ensuring thorough protection and adaptability to evolving threats

'I Assessment and Planning
« Goal: Understand the customer’s environment and security needs
« Key Actions
« Wizard Cyber conducts a cybersecurity assessment
« Cytomate performs attack surface analysis

« Ajoint action plan is developed

2 Deployment and Configuration
« Goal: Validate security effectiveness
« Key Actions
« Wizard Cyber performs penetration testing
« Cytomate runs BAS scenarios to refine defenses

« Joint reviews optimize detection and response

3 Monitoring and Response
« Goal: Ensure continuous protection and swift incident response
« Key Actions
« Wizard Cyber monitors threats via SOC
« Cytomate enhances defenses with deception tools
« Joint incident response mitigates risks rapidly

4 Continuous Improvement
« Goal: Adapt to new threats and maintain compliance
« Key Actions
« Regular updates from Wizard Cyber
« Evolving simulations from Cytomate

« Quarterly reviews ensure alignment
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WIZARDcyber

Locations

UK

Runway East - Aldgate East
2 Whitechapel Road
London

ET1EW

USA

1309 Coffeen Ave Ste 1200
Sheridan Way

82801

Jordan
Yacoub Plaza

King Abdallah II St.
Khalda Circle
Amman

Philippines
Bonifacio Global City
Taguig

Manila

Qatar
Floor 12,

Laffan Tower,
Doha

Contact

Online: wizardcyber.com
E-mail: info@wizardcyber.com

CYTOMATE

Locations

Qatar

Excellence Tower,
Doha

Qatar Science & Technology Park,

Education City
Doha

Contact

Online: cytomate.net
E-mail: contact@cytomate.net



